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Week 4 (January 29™): The criminalization of unauthorized access to computers — a discussion
of the applicable federal statutes.

Week 5 (February 5™): The criminalization of on-line identity theft — a discussion of the
applicable federal statutes — and what preventive measures can be taken. Steve Eberlein and
Melissa Beyer.

Week 6 (February 12"™): The criminalization of Internet fraud/access device fraud/ threatening

communications/interstate stalking — a discussion of the applicable federal statutes. Suresh
Sampath and John Arsenault.

Week 7 (February 19™): The criminalization of copyright infringement/economic
espionage/trade secret theft — a discussion of the applicable federal statutes. Westin McLean

and Alexander Theoharis.

Week 8 (February 26™): The criminalization of child pornography — a discussion of the
applicable federal statutes. Kimberly Brandt and Laura Carlsen.

Week 9 (March 4™): Electronic evidence and the Constitution — a discussion of how the Fourth
Amendment applies to on-line conduct. Jonah Morningstar and Brian Bernel.

Week 10 (March 11"™): Intercepting communications — a discussion of how Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 applies to on-line conduct. Eric Winn.

Week 11 (March 18"): Electronic Communications Privacy Act — a discussion of how
electronic records can be obtained by the government.

March 24" through the 28" is Spring Break so there will be no class that week.

Week 12 (April 1*): The USA PATRIOT Act — a discussion of recent legislation, including the
USA PATRIOT Act, and how it applies to electronic evidence. David Moser and Sam Smith.

Week 13 (April 8™): Sovereignty in cyber space — a discussion of how international, federal, and
state relations are impacted by cybercrime; review for final exam. Sarah Lundstedt.

Week 14 (April 15™): Optional review for final exam.



